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* High-rate QKD: background and challenges
e Our 100 Mb/s BB84 system

High-speed laser source

Outline

L.ow-error modulator

High-speed and high-efficiency SNSPD

High-throughput postprocessing

* Summary & Outlook



Why we need high key rate?

Key rate is listed as one of
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np| ‘ Quantum Information the major challenges for

key rate scale
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Current status of key rates

Secret key rate comparison

* Higher key rate: a practicality challenge ~__HD-QKDU
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[1]N. T. Islam et al., Sci. Adv. 3, e1701491 (2017). [2]Z. Yuan et al., J. Light. Technol. 36, 3427 (2018). [3]Heng Wang et al., Opt. Express 28, 32882-32893 (2020)



Technical challenges

High-speed Laser

High pulse rate and phase-

randomized light pulses

High-speed DFB laser diode
with high-amplitude narrow-

pulse driving signals

. (00)

High-speed Low-error Modulation High-count-rate High-efficiency Detector

High-speed modulation signal tends to SPAD : High speed but limited efficiency
increase QBER due to limited SNSPD : High efficiency but limited count rate

bandwidth and crosstalk

Solutions

Silicon photonic transmitter Multi-pixel SNSPD
featuring high-bandwidth and stable with high speed and high efficiency
modulation with DC-coupled high-

speed driving signals



System setup
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* 1-decoy 4-state efficient BB84 protocol » 8-pixel SNSPD detect 552M photons with 62% efficiency

e 2.5-GHz random polarization modulation with ¢ 344 Mbps postprocessing throughput

0.4% QBER on a silicon photonic transmitter * Time synchronization and polarization compensation



Light pulse generation

Voltage (V)
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Electrical driving signal

Driving waveform:
* DC bias
* Swing amplitude

e Pulse width
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Light pulse waveform
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(measured by high-speed photodiodes)

‘ Narrow and low-jitter pulses

[1]E. H. Bottcher et al., Journal of Applied Physics 63, 2469 (1988)

> First relaxation oscillation

< Second relaxation oscillation(!!

Light pulse histogram
(measured by SNSPD)
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Silicon photonic transmitter

4.8mm
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e o * One intensity modulator
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| _2DGC—E- * Three cascaded adjustable attenuators
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Optoelectronic packaging:

 Airtight sealing

» 810 fiber optic arrays
3 RF + 26 DC connectors
» Packaging TEC




Polarization modulation

N—
S
Thermo-Optic Modulator Carrier Depletion Modulator Path L wath 2
Thermo-optic effect Plasma dispersion effect 2-Dimensional Grating Coupler

Bandwidth ~kHz, V_~1V Bandwidth ~GHz, V ~5V Path to polarization converter



Polarization extinction ratio
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8-pixel SNSPD
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* Opverall efficiency ~ 80%
 Total dark count ~ 100Hz
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Recovery time < 1 ns

Maximum count rate ~ 340 Mcps
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image of 8-pixel SNSPD



Time skew and compensation
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Threshold discrimination » Shorter intervals — Larger time skew
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* Okm with compensation : QBER = 0.83%




Cascade information reconciliation
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MMH-MH privacy amplification
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The throughput comparison between MMH-MH * Larger block size

» Large integer multiplication
privacy amplification scheme and existing
schemes (1],

[1] B. Yan et al., Quantum Inf. Process. 21, 130 (2022).



Processing speed/Key rate (Mb s™)

Result: postprocessing speed and secret key rate

Key rate and processing capability at 10-km fiber channel

An enhanced Cascade-reconciliation algorithm and a hybrid

Key rate result and comparison
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Result: system robustness
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Polarization compensation based on calibration pulses
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Review & Outlook

Table 1] A list of high-rate QKD experiments

Reference Protocol CR QBER DE Detector Loss SKR PP
(GHz) (%) (%) (dB) (Mbs™)
Lucamarini et al.? Decoy BB84 1 4.26 20 InGaAs 10 2.20 No
Yuan et al.’ Decoy BB84 1 3.0 31 InGaAs 2.0% 13.72 Yes
Griinenfelder et al."? Decoy BB84 5 1.9 80 SNSPD 20.2 0.39 No
Islam et al."” High dimension 25 4.0 70 SNSPD 4.08 26.2 No
Wang et al.*° Gaussian CV 0.1 N/A 56 BHD 5.0 1.85 No
This work Decoy BB84 25 0.61 78 SNSPD 2.2 115.8 Yes

CR, clock rate; DE, detector efficiency; PP, post-processing; CV, continuous variable; BHD, balance homodyne detector. *Emulated attenuation, fibre channels otherwise.

One order increase of the real-time secret key rate capacity!!!

communications Roads to higher key rate (1 Gbps and beyond)
physics . . .
RTICLE I  Faster light sources, modulation, detectors, postprocessing

Wavelength division multiplexing

CV-QKD and HD-QKD protocols

Sub-Gbps key rate four-state continuous-variable
quantum key distribution within metropolitan area

Heng Wang® |, Yang Li', Yaodi Pi', Yan Pan', Yun Shao', Li Ma', Yichen Zhang® 2, Jie Yang!, Tao Zhang',
Wei Huang'® & Bingjie Xu'™

[1] W. Li et al., Nat. Photon. 17, 416-421 (2023).
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